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ABOUT THIS SEMINAR

Quruine

SPEAKER

This training is the only one of its
kind, and is an absolute “must” for
anyone responsible for securing
Microsoft installations. This course
combines the most popular as-
pects of Tim Mullen’s “Microsoft
Ninjitsu and ISA Ninjistu” training
sessions into an intense 5 day
training that runs the gamut of se-
curing Microsoft deployments from
infrastructure applications of IPSec
and Group Policy to the secure
publication of SQL data into your
DMZ and the secure provision ex-
ternal services via authentication
perimeter DMZ segmentation. Mal-
ware is on the rise, in this class you
learn how to mitigate site Spoofing,
deflect Phishing attacks and out
maneuver Spyware. Quite simply, it
is The Best Damn Microsoft, Peri-
meter and Malware training ever.
Led by industry experts, this class
will cover security aspects of Ac-
tive Directory, Exchange, SQL
Server, IIS, as well as ISA Server
in the building of secure DMZ
structures and Remote Access
models. If you deploy Microsoft
technologies, manage Malware
and your perimeter this is the
training you’ve been looking for.

REQUIREMENTS

Each student will need to provide a
laptop computer for the hands-on
lab exercises. Recommended con-
figuration include the following:

*1G Ram

¢ Window XP or standard build Vista
* 50G available HD space

* \VMWare player

1. Win 2003/2008 Domain
Controllers

e Active Directory Domains and
Forests

*DNS

¢ Operation Masters and Global
Catalogs/Sites and Services

¢ Group Policy and Organizational
Units

* Certificate Services

2. Client Configuration

e Leveraging XP Pro and Vista
Clients

e Security Policies

¢ System Restrictions

» Software Restrictions

e Encryption and IPSec

3. Exchange 2003/2007

* Setup and Configuration

e Default protocols: HTTP, SMTP,
POP3, IMAP

e Multiple sites

* OWA (HTTPS/HTTP)

4. SQL Server 2005
(touch on 2000)

* Setup and Configuration

¢ Authentication Modes

* SQL Server/Agent Service Secu-
rity Contexts

¢ Client/Process Data Access and
Best Practices

* Auditing Tools

5.11S 6.0/1IS 7.0

* Setup and Configuration

¢ ISAPI extensions and application
mapping

* WWW, FTP, SMTP Services

* HTTPS Configuration and Certifi-
cates

¢ Authentication models and NTFS
Permissions

¢ |[IS Lockdown/URL Scan

e Component Services

¢ [IS 7.0 Core installation options

6. Malware, Spyware and
Phisihng
¢ 15 + Hands on Spyware, Viruses,
Trojan and Phishing labs
* Mitigate site Spoofing & Phishing
¢ False alarms vs. real threats
from Spyware, Virus & Trojans

Timothy Mullen has been educat-
ing and training users in the tech-
nology sector since 1983 when he
began teaching BASIC and COBOL
through a special educational pro-
gram at the Medical University of
South Carolina (while still a high
school senior). He then launched
his professional career in applica-
tion development and network inte-
gration in 1984. Mr. Mullen is now
Vice President of Consulting Ser-
vices for NGSSoftware, an interna-
tional security software and con-
sulting firm, and world leader in vul-
nerability discovery and research.
Timothy Mullen has developed and
implemented Microsoft networking
security solutions for institutions
like the US Air Force, Microsoft, the
US Federal Courts, regional power
plants, and international banking/fi-
nancial institutions. He has devel-
oped applications ranging from mili-
tary aircraft statistics interfaces and
biological aqua-culture manage-
ment to nuclear power-plant effects
monitoring for private, government,
and military entities. Mr. Mullen has
been a columnist for Security Focus’
Microsoft section, and is a regular
contributor of InFocus technical arti-
cles. Also known as “Thor,” he is the
founder of the “Hammer of God” se-
curity co-op group. Mullen’s writ-
ings appear in multiple publications
such as Hacker’s Challenge, the
Stealing the Network series, and in
Windows XP Security. His security
tools, techniques and processes
have been featured in Hacking Ex-
posed and New Scientist Maga-
zine, as well as in national televi-
sion newscasts and technology
broadcasts. His pioneering research
in “strikeback” technology has been
cited in multiple law enforcement
and legal forums, including the Inter-
national Journal of Communications
Law and Policy. Mr. Mullen holds
MCSE certifications in all recent Mi-
crosoft operating systems, has com-
pleted all Microsoft Certified Trainer
curriculums and is a Microsoft Certi-
fied Partner. He is a member of
American Mensa, and has recently
been awarded the Microsoft “Most
Valuable Professional” (MVP) award
in Windows Enterprise Security for
the fourth straight year.




INFoRmATION

PARTICIPATION FEE

€ 2200
The fee includes all seminar

documentation, luncheon and coffee
breaks.

VENUE
Visconti Palace Hotel

Via Federico Cesi, 37
Rome (ltaly)

SEMINAR TIMETABLE

9.30 am - 1.00 pm
2.00 pm - 5.00 pm

HOW TO REGISTER

You must send the registration form with
the receipt of the payment to:
TECHNOLOGY TRANSFER S.r.l.
Piazza Cavour, 3 - 00193 Rome (lItaly)
Fax +39-06-6871102

within
December 1, 2008

PAYMENT

Wire transfer to:

Technology Transfer S.r.l.

Banca Intesa Sanpaolo S.p.A.
Agenzia 6787 di Roma

Iban Code:

IT 34 Y 03069 05039 048890270110

GENERAL CONDITIONS

GROUP DISCOUNT

If a company registers 5 participants to
the same seminar, it will pay only for 4.
Those who benefit of this discount are not
entitled to other discounts for the same
seminar.

EARLY REGISTRATION

The participants who will register 30 days
before the seminar are entitled to a 5%
discount.

CANCELLATION POLICY

A full refund is given for any cancellation
received more than 15 days before the
seminar starts. Cancellations less than
15 days prior the event are liable for 50%
of the fee. Cancellations less than one
week prior to the event date will be liable
for the full fee.

CANCELLATION LIABILITY

In the case of cancellation of an event for
any reason, Technology Transfer’s
liability is limited to the return of the
registration fee only.

TIMOTHY MULLEN
QUALIFIED EDGE PROTECTOR
WITH MICROSOFT NINJITSU

December 15-19, 2008
Visconti Palace Hotel
Via Federico Cesi, 37
Rome (ltaly)

Registration fee:
€ 2200

If registered participants are unable to attend,
or in case of cancellation of the seminar, the
general conditions mentioned before are
applicable.
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